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probability distribution of the text generation model outputs at different times, existing algorithms usually use top-k
or top-p methods to truncate the probability distribution of words in the candidate pool to reduce the low-probability
generated words and improve the security of the generated text. When the probability distribution of the candidate
pool output by the text generation model is over-concentrated or over-flat, the original top-k or top-p truncation
method will be not enough to cope with the change of the probability distribution, and it is easy to generate
low-probability words or ignore high-probability words. This will lead to abnormal security metrics of the generated
text. To address these problems, a generation-based linguistic steganography with controllable security was proposed.
When selecting generated words with controllability in the candidate pool according to secret information, the proposed
algorithm was based on the parameter constraints of perplexity and KL divergence. The truncation of the candidate pool
probability distribution made all words satisfy the parameter constraints, which improved the security of the generated
text. Experiment results showed that the perplexity and KL divergence of the steganographic text generated by the
proposed algorithm are controllable. Under the same KL divergence, the perplexity of the text generated by the
proposed algorithm is reduced by up to 20%~30% compared with the existing algorithm. This algorithm could control
the perplexity and KL divergence at the same time, and make the generated text satisfy both perplexity and KL
divergence when the indicators are reasonable. When using the three text steganalysis algorithms to detect the generated
steganographic text, the detection accuracy is about 50%, showing excellent statistical security.
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Figure 1  The process of generation-based linguistic steganography model
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Table 1 KL divergence and perplexity of each word when the probability
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LGl i) (RS [N =& KL #/E
1 command 0.036 28.310 4.796
2 first 0.035 42.440 3.806
3 way 0.024 44.488 3.398
4 commander 0.022 49.481 3.091
5 headquarters 0.020 52.382 2.840
6 battle 0.019 60.474 2.645
7 reg 0.017 61.558 2.482
8 footing 0.016 67.646 2.355
9 last 0.015 69.348 2.240
10 ability 0.014 75.906 2.142
11 commanding 0.013 76.047 2.053
12 original 0.013 79.395 1.976
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17300, 600, 900, 32 000x3=6 000 5% 3CA



38

HHESAE: wathn i A O R S Ik -6l -

#3 ERAREHIESREHK
Table 3 The composition of the generative
ste ganographic text library

HAR 2R ba! AR AR
cover top-k (k=50) 2 000
block=3
stego-block!!"”! block=4 2 000%3
block=5
m=8
stego-Huffman('"! m=16 2 000%3
m=32
top-k (k=300)
stego-Arithmetic!! top-k (k=600) 2000%3
top-k (k=900)
0=0.05
stego-SAAC 6=0.10 2 000%3
0=0.15
PPl =30
stego-ppl pplin: =60 2 000%3
pplinr =90
klin=0.1
stego-KL Kkl =0.2 2 000x3
Kkl =0.3

Stego-SAAC: H&THARGRID Y H i M AE 2
SCAREE SR A A o I (R b g
UGy AR TE 5 A iy L ) T R R 40 A
DA 3t 3R HE P 5 SRR R KT 270 i R AH
i top-k 1 k{E, &% 0.05,0.1,0.15 3L 3 4,
3£ 2 000x3=6 000 % -

Stego-ppl:  FHA LT H HA Y 2 1 R 7 i w48
B AW b EEFETTZRMEARRS S E
B SCAS, R 28 A AL 5 30, 60, 90 3L 3 41,
3£ 2 000x3=6 000 %% .

Stego-KL: FHA S AT KL HUE R
HI) k(4577 R AREES G b A ) SCAS,
KL 808 B3 0.1, 0.2, 0.3 3£ 3 20, 3£ 2 000x3=
6 000 %% .

Stego-Arithmetic I stego-SAAC 72& H I T4HRE
FA AR S 5L, B AT R AR
5K stego-ppl 1 stego-KL #H[F], FEXHIFET
feize B T SIS AN, DRI A ST 2L

3.2 XARESHELEIEIT

ARSCAEH H RT3 A SCR RS 4 Hr B IE
A BCOCARRNRR S A2 BOCARBEAT I A =R 43 Hr
b5 A MPIRR S AT Re /1. AR SLER A ) SCAR
B 5 23 M1 77 V535 FastText®” . TS-CNNPY |
TS-RNNPUIx 3 ffi 5 %,

FastText™ & — NG MEe A5k, £
Facebook 7 2016 FFFIE ) — N [a) & 115 AL
AR T H, FastText PN 2 AN A A H A0
A1) n-gram FFAEP, Badr 22 0 22 AN [ R (1 B
I35, R 4 /2 Softmax .

TS-CNNPOSE —Fh I T8 L i A 5
SN, A8 NN FEBUCST AR 1 28 SURFAE
) FH b 25 45 S5 4 N B J5 T SO 8] B 4l o3 A 22
. TS-CNNPUS B B E A 256, (EERZ )G,
BRI R, RN R Adam 5D
YIZk 100 4> epoch, I HA#H] early stopping!**/it
Gt A, RIERER 0.5,

TS-RNNP R 22 3155 5 S A 434N B4 1) 4%
PERE R AT AE RN FR35{5 EJG i t, SR
RNN $EHUX LERFAE A 25 57, AT 1933, [H
I ] FH I e 1 Al 22 e R A TR AR B E .
TS-RNN {5 FH XUl GRUPYSE#, I Adam 5092
Pt A tanh BREAE AR IR0 B AL

S S BT SR BN R ARG U 7 VA R
R BRI AT R, R KA T
T o SC A K BE 22 R K K 52 ) S 56 4 SR AE
o 97 398 i O BEAR 122 75 AR 8:1:1 (1 gl K 43
WS WuFEAMREE, H B AN —5) 3
AREIET 30 W AE NI, A& (word embed-
ding) 4ESZN 300,

3.3 MEBEIFNIETR

SOA B35 BE B AR B VAN TR AR 2 AL FE
FaiiitE s gt AR AN S & SCRRIBR
W E SR T R, FREE, RE
FROCARRE R, R . St et KL
FEFPLRE S 43 #r Be S 7 T VP4 . KL B BRI,
VA SCARRR S 5l NHURFIE 2 b, gt 24tk
BREF s BRNZS B A AR O B ] P S5 iR N2
= BRI ELRR L

YRR S S AT e il i A [F Ba S o O v
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T HHE 4R ) UME B R ( Accuracy )« K B R
(Precision) A [EZ (Recall) RFEIR, BRIt
Han (8~ (10)FiR.

Ace— TP + TN ®)
TP+ TN + FP + FN
re = TP )
TP + FP
Recall = _TP (10)
TP +FN

Hrdr, TP (true positive) 7& LR MRS A ROCAR
stego, Kl 72t A stego HISCAEE; TN (true
negative) J&SEPRATEE A RMSCA cover, Auillsr
N cover HSCAKE; FP (false positive) &
SEBRAN cover, BASIN73IR0A stego FISCARSE
FN (false negative) &5ZBRA stego, Bt 72
A cover WISCAKE . HTFEHHZAH A 500 5
SEIAHR &S, EASLREERT U F1 £,
AR

Fle 2 :2-Pre-Recall (11)
1 N 1 Pre + Recall
Pre Recall
HEER Ace /DN, NIERIRAE B S SUAR I PL
Fa 5 AT B i

3.4 ZWEHERRIH
340 ARXIAKRIRE ikt ae

ACHE stego-ppl. stego-KL FIXS b4
BOCARINEREE . KL B AR EIX 3 AN
[ SRER25 IRaNR 4 Fos. IR 4 AT LAE
BT B g 65 Ak RS BB s sk
(stego-block) FNAETME K & i 1) A il X OCAR S
5535 (stego-Huffman) 142 BAEASEE KL B
JERR A A B F AR B4, stego-Arithmetic” AT
stego-SAACP 3 MR T RTPI R A T
RKIET, TEWNREEATMTE IR, stego-SAAC
1E KL-BUEAR AR BT stego-Arithmetic,
R FE R LN 3%, AHAESCHR[22] /) S8 IS 72 H AR
P T KL BRI NS B T T2, AR
A NS RAT R, & 6 VN, KL
B S IR AR REMERE L2 RPIRTH, Bl KL
B RN, BRI, FUE, stego-SAAC &
ANIPE RS 2 BOKTR BE 3R 7t

x4 BEHXNAKREEERNEEMERESHT
Table 4 The overall performance analysis of the above
generation-based linguistic steganography

SO R B PR = 5 KL #E  MARE
stego-block!"(block=3)  49.59+9.99  2.62+0.21 3
stego-block!"™ (block =4)  113.17+26.83  2.80+0.24 4
stego-block!"™ (block =5)  252.18+69.04 2.93+0.27 5
stego-Huffman''")(4=8) 11.46£1.91  1.08+0.14  2.41+0.14
stego-Huffman!'” (k=16)  14.5242.95  0.85+0.14  2.98+0.19
stego-Huffman!'”! (k=32)  18.31+4.24  0.68+0.14  3.48+0.27
stego-Arithmetic®(k=300) 22.49+8.17  0.23+0.09  4.15+0.51
stego-Arithmetic?(k=600) 27.284+£1122 0.20+£0.09  4.42+0.57
stego-Arithmetic® (k=900) 30.07+13.24  0.18+0.09  4.58+0.61
stego-SAACI (9=0.05)  34.28+18.33  0.16£0.08  4.74+0.72
stego-SAACPH (5=0.10)  27.93+14.03  0.19£0.08  4.44+0.67
stego-SAACP? (6=0.15)  24.63+11.61  0.21£0.08  4.25+0.64
stego-pplin: =30 23.52+4.15  0.22+0.16 ~ 4.31+0.24
stego-ppli, =60 35.63+12.63  0.13+0.10  4.89+0.51
stego-pplim =90 39.99+17.46  0.08+0.07 5.06+0.64
stego-K L, =0.1 32.21£19.50  0.09£0.01  4.730.76
stego-KLg, =0.2 22.79+10.94 0.18+0.01  4.15+0.66
stego-KLy, =0.3 17.42+£7.16  0.26+0.02  3.720.56

B, WE4FTLUEH, ZXFERE ERgieTt
& AN 2SR PR Y, 24 KL S5 AR
AN BRI, WX E R A AR
MY EERR A N 3 A (. fAA = KL
U I, AR R 22 AP AT i AR oA
Fa 5 5% stego-ppl. stego-KL 7E KL HUEZ AR A
T ERIEE, SPARHT stego-SAAC
EARLE, 78 KL BUE A RIS, RERRERE R % 20%~
30%, [FIRFRABREAZZREW, JHH, A3
SRR T L P AR R R D A P 8] 1 1 8 A 1) S
A, AR A R R] R R BRI R 08 T 2 E IR 2K
HH B HoAth 77 58 S I0 EDWLR R o

* 5 R stego-ppl 7E pplin=60 I T
B A B, 2 B T AR R — AN A KL #
FE . WERRE . e il kT 1) & (AR N EERR R
ALLEH, BARWNEERESN 60, (HRZ4 R
) PR 25 e i T 60, DR M7 15 B A B T DA
i K — ke
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%5 AXEBETENERRIARSEARS (ppi,, =60)

Table 5 An example of generation-based linguistic steganography with controllable perplexity in this article (pp1,, =60)

IR ¢ EAE R A kfH WEKEE KL#E AR A iR
=1 9 15.22 0.59 2 “In”
=2 “In” 27 10.9 0.21 2 “18”
=3 “In 18” 73 28.79 0.01 9 “39”
=4 “In 1839~ 10 13.46 0.06 1
=5 “In 1839, 519 18.70 0.06 5 “President”
=6 “In 1839, President” 433 17.95 0.03 4 “Abraham”
t=7 “In 1839, President Abraham” 53 11.89 0.001 0 “Lincoin”
=8 “In 1839, President Abraham Lincoin” 5914 13.81 0.001 3 “declared”
=9 “In 1839, President Abraham Lincoin declare” 9789 13.78 0.001 6 “war”
t=10 “In 1839, President Abraham Lincoin declare war” 3702 10.79 0.0002 1 “on”

T [F] IS P Ml I SR I, 7R R E S
BIME, 18 ppl, THHRAARIN &k HRKT KL, 1H5H
RENW) kA, FEH ppl,, THEAFEIN k EAFRE
WhE N k8, ki 2w K& ppl, BEBA 2
VR 0, T s A5 FH P9 T S
342 RE oM

* 6 RALEIE stego-ppl stego-KL FIHLA
SRAEAN [F) SO B 5 43 A SR A DA V00 Rl
IEW% Ace M FL, L T CARRR S BEPIRES
SINTRETT. Ace FI F1 HME/N, RRBATE G4
farill, P BAEFR STt . WK 6 i L
A, stego-block I IHRE /M BE J1 TS, A
FIZHOR ks R AR A F] 80%~90%. HAH
BEA RIFMPIRE o HriERe, (2 Al HER
R ESRE, KXHEIE stego-ppl. stego-KL Lt
stego-Arithmetic ik 6%, Lt stego-SAAC 1K 3%,
PR A o AL ke S 2 Hr e

Stego-Arithmetic?' Al stego-SAACPH 1 4=
JRAEAAE 3 FhERS 20 Bk A Il R i FLO(E AR
F stego-Huffman'" 2 & FE A . A 0B ik
stego-ppl~ stego-KL HJA B CARLE 3 FifRE 2
BraZAeill v, F1{EH stego-SAACPAI stego-
Arithmetic? ") 4 ARSI 16 T B 0.050.1, 346
DU F1AE#E 0.5 LR, BA RIS
it etk

#6 FBEMNNAREHEZEINNMRESENTH
Table 6 Analysis of the anti-steganalysis capability of
the above generation-based linguistic steganography

TS-CNN TS-RNN FastText

NARRRERE
Acc F1  Ace Fl1 Acc Fl

stego-block!"(block=3) ~ 0.83 0.82 0.78 0.80 0.80 0.79
stego-block!"™! (block=4)  0.86 0.87 0.88 0.86 0.88 0.87
stego-block!"™! (block=5)  0.92 093 0.96 095 092 0.93
stego-Huffman!'”(k=8) 0.60 0.55 0.65 0.66 0.65 0.67
stego-Huffman!'” (k=16)  0.52 0.61 0.55 0.60 0.55 0.50
stego-Huffman!'” (,.=32) ~ 0.52 0.59 0.50 0.54 0.52 0.51
stego-Arithmetic?)(k=300)  0.56 0.49 0.55 033 0.53 0.50
stego-Arithmetic®'{(k=600)  0.56 0.61 0.56 0.55 0.55 0.53
stego-Arithmetic?)((=900)  0.59 0.60 0.56 0.68 0.57 0.61
stego-SAACPH(6=0.05)  0.52 0.61 0.60 0.65 0.60 0.66
stego-SAACPH(6=0.10)  0.51 0.63 055 0.64 0.52 0.63
stego-SAACH(6=0.15)  0.55 0.57 051 0.55 0.54 053

stego-pply=30 0.54 052 0.52 037 053 0.51

stego-pply=60 0.51 0.53 052 043 0.54 0.62
stego-pplim: =90 0.51 0.53 0.55 0.56 0.50 0.51
stego-KLy 0.1 0.54 042 053 054 053 036
stego-KL,—=0.2 0.53 0.58 055 058 0.51 0.63
stego-KLi=0.3 0.50 0.51 0.58 0.66 0.53 0.52
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BTN EA A SO AR B 5 SRV A b (1) 18R
oA TP B T AR, AR RS SOA
FEN AN KL 80U T7 THAFAEAS R B ), AR
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